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Wireless Access and Encryption:

Analysis of encryption schemes, methods, and insecure networks in Barcelona.

I. Introduction


Wireless technologies and networks are becoming widely used around the world.  Georgia Tech students may use a network that has access points which seem to be growing everyday.  Security would seem to be a growing issue with access sprouting around campus, but it’s something that people don’t discuss unless they are directly affected.  The Georgia Tech LAWN (Local Area Wireless & Walkup Network) can be accessed with a mobile computer by not only students, but faculty and staff as well.  This is just one wireless access network in Atlanta.  Everywhere in the world this kind of easily accessible service is starting to evolve and become utilized frequently.  Security wholes are far from none when you deal with this delicate idea of ‘hotspots’.  Wireless users need to take the appropriate actions to make their wireless networks secure.  
Barcelona is a city of 1.6 million people where computers and cell phones have become a way of life.  Similar to any other large city, wireless access points have spread throughout and can be accessed by many participants.  We conducted a scan with Network Stumbler and analyzing the data came up with a good example of wireless points and encryption in the area.  Refer to part III for an in depth view of these wireless points and the analysis of the scan.
II. Wireless Standards and Encryption Schemes
Overview of wireless standards

802.11 refers to a family of specifications developed by the IEEE for wireless LAN technology. 802.11 specifies an over-the-air interface between a wireless client and a base station or between two wireless clients. The IEEE accepted the specification in 1997. 

- 802.11 -- applies to wireless LANs and provides 1 or 2 Mbps transmission in the 2.4 GHz band using either frequency hopping spread spectrum (FHSS) or direct sequence spread spectrum (DSSS). 

- 802.11a -- an extension to 802.11 that applies to wireless LANs and provides up to 54 Mbps in the 5GHz band. 802.11a uses an orthogonal frequency division multiplexing encoding scheme rather than FHSS or DSSS. 

- 802.11b (also referred to as 802.11 High Rate or Wi-Fi) -- an extension to 802.11 that applies to wireless LANS and provides 11 Mbps transmission (with a fallback to 5.5, 2 and 1 Mbps) in the 2.4 GHz band. 802.11b uses only DSSS. 802.11b was a 1999 ratification to the original 802.11 standard, allowing wireless functionality comparable to Ethernet. 

- 802.11g -- applies to wireless LANs and provides 20+ Mbps in the 2.4 GHz band.

Organizations:
The Wi-Fi Alliance is a nonprofit international association formed in 1999 to certify interoperability of wireless Local Area Network products based on IEEE 802.11 specification. Wi-Fi Alliance has over 200 member companies from around the world, and over 1250 products have received Wi-Fi certification since certification began in March of 2000. The goal of the Wi-Fi Alliance's members is to enhance the user experience through product interoperability.

Future 802.16:

The IEEE 802.16 Working Group on Broadband Wireless Access Standards develops standards and recommended practices to support the development and deployment of broadband Wireless Metropolitan Area Networks. IEEE 802.16 is a unit of the IEEE 802 LAN/MAN Standards Committee, the premier transnational forum for wireless networking standardization.  The standard, which was published on 8 April 2002, was created in a two-year, open-consensus process by hundreds of engineers from the world's leading operators and vendors.

Wireless Encryption Schemes
WEP - Wired Equivalent Privacy (WEP) algorithm.
Providing data confidentiality services by encrypting the data sent between wireless nodes.  It is the best-known encryption for wireless networks (as well as the only type of encryption we found being used in Barcelona) is also the least secure. With the right computer and enough traffic, a WEP-based wireless network can be broken in as little as 15 minutes.
WEP can use a 40-bit, 64-bit, or 128-bit encryption key to generate a RC4 key stream. However, findings by Borisov, Goldberg, and Wagner state that there is not even a proportional increase in security as a result of increased key lengths. Some of the encryption standards below seek to fix this problem by eliminating the need for a static key, such as the one used by WEP. 

WEP had two good security features designed into its specification. First, in order to avoid hackers modifying the packets sent across the network, WEP has an Integrity Check (IC) built into the system where the sender adds an IC field to the packet, which is then checked by the receiver (essentially as a checksum) to make sure the packet was not modified. In the specification, this is supposed to be implemented through a CRC-32 checksum. However, the CRC-32 checksum is a linear checksum, meaning all a hacker would have to do is flip the correct number of bits (ie, flipping certain bits to account for any change the hacker descides to make to the packet) and the receiver would never know the difference. As such the actual implementation provides no real benefit to security.

The second good security feature to be designed in was the Initialization Vector (IV). Two separate packets of cipher text which are encrypted with the same key (from the key stream) provide a very good indicator of what the actual key (the static key that generates the key stream) really is. To prevent this, the IV is used to augment the static key to ensure that the key generated from the key stream is different for each packet. But once again, the design was poorly implemented. Only a 24-bit field was allocated for the IV, meaning that anyone with enough time on their hands can wait until the same IV is used again to attempt to decrypt the packet into plaintext and thus get an idea of what the actual static key is. Thus again, this feature generates very little additional security.
TKIP - Temporal Key Integrity Protocol 

Temporal Key Integrity Protocol (TKIP), developed by the IEEE's 802.11 task group, is one of two major components of the Wi-Fi Alliance's Wi-Fi Protected Access (WPA) specification. 

TKIP, like WEP before it, is based on the RC4 encryption algorithm; but TKIP, which will be available as a software/firmware upgrade for access points and Wi-Fi cards already equipped with WEP, has a longer key length and uses dynamic keys that are swapped periodically.

WPA - Wi-Fi Protected Access 

WiFi Protected Access (WPA) is the new security standard adopted by the WiFi Alliance consortium.  WPA delivers a high level of security and bridges the gap between WEP and 802.11i networks, and has the advantage that the firmware in older equipment may be upgradeable.  WPA uses Temporal Key Integrity Protocol (TKIP). TKIP is designed to allow WEP to be upgraded. This means that all the main building blocks of WEP are present, but corrective measures have been added to address security problems.


III. Networks in Barcelona

BCN Wireless Security

Many wireless access points around Barcelona are wide open with no form of encryption.  

On a simple scan along Escorial, across Traveserra de Dalt, up General Ronda Mitre, and finally up Diagonal we found 58 wireless networks.  While there are no hard numbers available, on average well over half of wireless networks at least use some type of encryption, regardless of how easy it may be to break.  On the bus ride, 44 of the 58 networks (76%) were totally unprotected, meaning they were available to be used and monitored by anyone with a laptop, and certainly for neighbors.  One can quickly tell the MAC address, SSID, channel, speed, manufacturer, type, and even signal strength to correspond with every signal retrieved. The speed and signal strength information could help you choose the best network to gain access to, and also tells you about what versions of the standard are in use. 
Simply by connecting to one of these networks you can use a protocol analyzer such as EtherReal to watch traffic sent on the network, no IP address necessary.  Protocol Analyzers capture the data in raw form that flows across a network packet by packet, and display it in a useful manner, usually separating parts of the packet by layer.  This lets you say just look at the AIM message, instead of seeing the details of source and destinations, TCP control data, and IP network routing data, all of which are used to help transfer data, but don't carry any user data.  You can use the captured data to figure out some information about a network or to track specific users. Using such a tool helps you make sense of the destinations and sources of many of the packets, since the listed address will be the MAC of the router, which is often the AP (access point) too.  If the router on the network is not running DHCP, meaning IP addresses must be manually configured, this information can be used to determine the IP of the network's gateway router, the most important piece of information needed to actually use the network to connect to the internet.
Closed Networks

 The most well known tool for breaking the encryption is called AirSnort, and is available for free for both Linux/Unix systems and Windows, which means it can be run on all sorts of machines.  The newest version has a network scanner built in too, and as soon as you turn it on it displays a list of active networks, what type of encryption is used if any, and the percentage of the cracking process, no need to even push start.

The only consolation for home users is many home networks might not have enough interesting traffic for the program to work.  While in class at UPC in some of the classrooms that did not get the FIBNETLESS network, the one we were provided access to, we ran AirSnort to try and break the key for any of the other networks, but there seemed to be almost no traffic at all on the network, making any access impossible without the key.  But certainly any larger commercial network would have plenty of useful data flowing, and these problems would not occur.  The Georgia Tech LAWN network has enough traffic at any time of the day to break its short key in about 30 minutes.  This network, as well as FIBNETLESS, both also use authentication as further security, which is for the most part effective to keep unauthorized users out.  This does not stop others from reading the messages sent on the network.

La Ciutat

One of the students on our trip to Barcelona brought along a Linksys wireless AP/router.  We have been able to connect this to the internet connection already established at La Ciutat, our hostel, which is all wired, and is only used in the 2 offices and 1 public access computer in the lobby. The range is such that only some of the rooms can receive the signal, but the lobby and whole first floor get a pretty good signal.

One day, a few people noticed someone whom was obviously not with our group that was on a laptop in the lobby.  We saw what website he was on, and we were able to look at all the traffic that was currently being sent over the network.  Using a protocol analyzer, we were able to determine that he was in fact using our network, and were even able to get his IP address and MAC address.  Most available AP's have a function built in where you can filter by MAC address, and this can be done normally open or normally closed.  We were able to add this person's MAC address to the list of banned cards, and he immediately lost access.
This network also does not use DHCP, for a variety of reasons. Therefore, this person either had a high level of technical knowledge and was able to deduce the correct configuration, or was given the WEP key and IP configuration settings, which is more likely. This story shows a few things.  One, we was able to see exactly what pages this person was viewing, and once his IP address was known, the packets could even be filtered to only those going to or coming from that particular address.  Two, it shows the security of MAC filtering, since once that person's MAC was filtered out, he lost access.  What he did not know is that if he had simply changed his MAC address, which most cards allow, he could have restored his access.  Lastly, this shows quite well the weakest part of any security system, the users.  The person who gave this unauthorized user access made all of the security mechanisms worthless, because they gave out all the needed information to someone they barely knew.  Social Engineering is a powerful tool used by hackers and con artists of all types.

Internet Café´s
The Net Kiosk across the street from La Ciutat operates a wireless network with no encryption.  Originally, it was wide open, and there was no billing for time used as there is if you go in and log onto one of the computers.  To fix this, Net Kiosk added an authentication system like those used by Georgia Tech and UPC FIB (the local equivalent of the College of Computing).  In general, systems like this are much more secure in terms of restricting access, since you cannot get online unless you first log in.  This of course does not keep others from reading the messages you sent.  A few people who had used the wireless system before the authentication was added noticed they could close the login screen instead of logging in, and were still able to browse just fine.  It turns out the authentication system at Net Kiosk has a hole, and still allows the original users access, since their MAC addresses were already given access, since timing used to be done manually.  Other users can now clone the MAC addresses of these cards to also have free access, just not at the same time.

IV. Conclusion and Sources

Upon conducting our research and network stumbler experiment, we came to a conclusion that the vast majority of wireless networks in Barcelona are insecure.  
Advice for accessing and using wireless networks…

· A web browser that supports 128-bit SSL encryption. 

· An active account, username, and password. 

· A wireless card that supports the 802.11 wireless protocols.

· WEP encryption key for your network.

· Do NOT use clear text passwd or send/receive sensitive documents 

· Use Encrypted connection to your "wireless router" 

· Use TKIP compatible routers and access points 

· Use ssh/ssl for all activity 

· Wireless network should be segmented from any LAN´s with important data because wireless … IS INSECURE.
Sniffing…

ANYBODY with wireless sniffers can sniff ALL of your wireless data.  They can sniff from another building, floor above or below you, or like in our case just down the road.

Sources:
http://barcelonawireless.net/
http://www.nwfusion.com/supp/2003/security/0526secwifiside1.html
http://www.bcnwireless.net

http://www.wireless-station.com/
http://www.cdg.org/technology/cdma_technology/white_papers/cdma_1x_security_overview.pdf 
http://www.elpratwireless.com/

http://www.elpratsensefils.com/

http://www.santboiwifi.net/

http://www.vocw.net/

http://www.isn.ethz.ch/onlinepubli/publihouse/infosecurity/volume_4/B3/B3_index.htm 
http://mrcorp.infosecwriters.com/wireless/wireless.htm 
http://cellular.co.za/phones/gunphone/gun-phone.htm 
http://spyhard.narod.ru/phreak/gsm-secur.html 
http://www.giac.org/practical/gsec/Nikhil_Anand_GSEC.pdf
